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ABSTRACT
This research aims at investigating the critical factors that promote 
users in protecting the Bring Your Own Device (BYOD) information 
security. Perceived value serves as the core variable and integrates 
the Technology Threat Avoidance Theory and the Value-based 
Adoption Model to propose an integrated model. The question-
naire survey employed to verify the hypotheses. The results show 
that perceived usefulness (positive), perceived threats (positive), 
perceived expense (negative), impact on systems performance 
(negative), and user self-efficacy (positive) are the critical factors. 
The explanatory power (R2) is 51%. Besides, BYOD security aware-
ness and perceived values affect the intention of BYOD security 
protection (R2=62%).
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1. Introduction

It is known that the Information System (IS) with big data makes business ‘smarter’ than 
before. In the manufacturing industry, it makes smart manufacturing, or smart factory in 
the new era. Also, in the retail industry, it makes smart retailing. Furthermore, in industries 
like hospitals and education, it makes smart precision hospital and smart precision 
education, respectively. However, another critical issue, especially in the era of smart 
devices is how to protect business information security. When this issue occurs in busi-
ness, it is usually called Bring Your Own Device (BYOD). The increase in the use of cloud 
computing and smart devices promotes the development of BYOD (Olalere et al. 2015; 
Baillette, Barlette, and Leclercq-Vandelannoitte 2018) in the workplace. According to the 
International Data Corporation (IDC), the increase in the use of mobile devices and its 
upgrade brings new security challenges, promote the awareness of risk management 
issues, and encourages investment in security technology. From the top 10 IDC 2020 
predictions, there was great emphasis on the critical role of the Chief Trust Officer 
responsible for business security (Gens et al. 2019).

Apart from the traditional IS environment (personal computer-based) with BYOD, 
cloud computing, and high bandwidth mobile broadband, BYOD allows users to access 
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big data across different places and times. Of course, the risk is higher than the 
traditional business IS environment (Agrawal and Tapaswi 2019). For example, in 
2020, due to the outbreak of COVID-19, most businesses and schools encourage stay 
at home for working and learning. Zoom becomes an important tool for online con-
ferencing and learning. Meanwhile, the security challenge of zoom is a typical example 
of cloud-based BYOD security protection. Hence, there is a high need for novel methods 
from technical and managerial perspectives. BYOD blurs the difference between the 
corporate and personal equipment. Imposing new challenges in securing and managing 
information is good for work as well as personal use (Morrow 2012). Research shows 
that it involves high-security risk in business and the adoption logic is different from 
traditional information technology adoption (Baillette, Barlette, and Leclercq- 
Vandelannoitte 2018). Most of the previous studies stated that the technical and 
managerial perspectives were relatively fewer. This is one of the gaps in this research 
area and has become the first motivation of this study.

This study was conducted in Taiwan, a country with SMEs based on the economic 
system. More than 98% of businesses in Taiwan are SMEs. The fact remains that most large 
organisations have well-defined BYOD information security policies but security is not 
always a priority for SMEs (ZyXEL 2015). The major challenge for SMEs in Taiwan as well as 
some other countries (with SMEs based economic system) is how to balance the business 
growth and information security. Consequently, we obtain the second motivation of this 
study.

From the above discussion, this study aimed at investigating and analysing the critical 
factors that promote users in protecting the BYOD information security in SMEs. This 
brings us to the following questions:

RQ1. What are the critical factors involved in a user’s intention in protecting their BYOD 
information security spontaneously?

RQ2: What business can be feasible when the intention is relatively low?

2. Literature review

Information security is an interdisciplinary field. Some researchers focused on the tech-
nology of information security, while others investigated it by socio-technical methods 
(Anderson and Agarwal 2010). However, the protection of information security depends 
on the control and management of technology as well as the management of user’s 
information security behaviour (Ng, Kankanhalli, and Xu 2009)

Few research studies focused on the general user (Anderson and Agarwal 2010). 
Research shows that BYOD is an issue on both individuals and employees of organisations 
and there are few references to this issue (Garba et al. 2015). In summary, BYOD informa-
tion security has become a critical issue in the management of information security in 
recent years (Putri and Hovav 2014; Garba et al. 2015; Garba, Armarego, and Murray 2015), 
most especially in the cloud computing environment (Ramachandran 2016).

Kadimo et al. (2018) suggested that device management and data security are the two 
critical issues relating to BYOD in the medical and health-care industries. Harris, Patten, 
and Regan (2013) proposed that users of BYOD information security awareness were 
below the required level. Workman, Bommer, and Straub (2008) presented the idea of 
a knowing-doing gap, which emphasises on users’ inconsistency in knowing the 
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importance of information security protection, thereby neglecting its implementation. 
Thus, further investigation is required to disclose its causes.

Regarding the above discussions, this study explores users’ behaviour under the 
circumstances of contemporary trends (cloud computing and BYOD) from a socio- 
technical perspectives. This section reviews and summarises the previous literature.

2.1 Smart business and information security

The components of smart business are cloud computing, Internet of Things (IoT), big data, 
and deep learning. Ahmed et al. (2017) studied the role of big data in the IoT applications. 
However, Zulhuda, Azmi, and Hakiem (2015) and Tarekegn and Munaye (2016) proposed 
that the Information Technology (IT) applications are not only new technological 
advancements but there are new concerns with risk, security, and privacy. Kshetri (2013) 
and Khan et al. (2013) considered the privacy issues regarding cloud service that change 
the nature of information technology. Ibrahim, Yasemin, and Ozgur (2015) and Olalere 
et al. (2015) proposed that the security is a critical determinant for organisations integrat-
ing smartphones into their internal procedures and operations.

For the smart business environment, the integration of mobile devices and cloud- 
based applications in the BYOD world is the modern working environment (Steelman, 
Lacity, and Sabherwal 2016). Mylonas, Kastania, and Gritzalis (2013) proposed that users of 
smartphones showed security self-satisfaction, which was quite different from their 
approach to Personal Computers (PCs). Olalere et al. (2015) presented that data leaks, 
Distributed Denial of Service attacks, and Malware are the most common threats experi-
enced using a BYOD and cloud computing environment. Users excessively trust the 
platforms from which they download applications. Therefore, they fail to protect their 
smartphones from common threats (by activating anti-virus software) and ignoring the 
information security risks during the process of downloading and installation. Corporate 
managers focused on the security issues of smartphones by considering whether to 
introduce them into the internal operations or not (Arpaci, Cetin, and Turetken, 2015). 
Harris, Patten, and Regan (2013) proposed that users lack sufficient information security 
awareness on BYOD equipment. Further investigation is needed to improve the manage-
ment of information security of BYOD users and providers (Ramachandran and Chang 
2016).

2.2 Information security awareness

Information security awareness is an important factor affecting user behaviours. Few 
studies were carried out on BYOD users’ information security awareness considering the 
cloud-based environment. This study employs it as BYOD information security awareness 
and integrates it as part of the research framework.

Information security awareness refers to the idea that users within an organisation 
should be aware of the need to protect the company’s information, usually established 
through the organisations’ information security standards or policies (Siponen 2000). 
Many organisations wish to promote their employees’ information security awareness 
with various measures, thereby protecting their system security and profits (Kruger and 
Kearney 2006). Recently, PCs were the primary organisational IT tools used. It was 

ENTERPRISE INFORMATION SYSTEMS 3



www.manaraa.com

observed that an organisation could control and manage its information security through 
an effective auditing mechanism. However, owing to BYOD’s increasing popularity, 
individuals play a critical role in maintaining information security. Sari and Candiwan 
2014 presented that employees’ lack of information security awareness might become 
a major threat to an organisation’s information security when personal hand-held smart-
phones became popular.

Previous studies employed various theories to explain the critical factors that have had 
an impact on employees’ awareness and behaviour of information security. Lebek et al. 
(2013) stated that previous studies on the awareness and behaviour of information 
security within an organisation were based on the Reasoned Action Theory, Planned 
Behaviour Theory (PBT), General Deterrence Theory, Protection Motivation Theory (PMT), 
Technology Acceptance Model (TAM), among others. Bulgurcu, Cavusoglu, and Benbasat 
(2009) emphasised on employees’ information security awareness and the perceived 
fairness. This had an impact on employees’ compliance with the policy of information 
security. Besides, Huang et al. (2011) discovered that perceived security had an impact on 
users’ intentions and perceived awareness had an impact on perceived security. Rezgui 
and Marks (2008) aimed their study at the behaviour of school staff in managing informa-
tion security. They observed that responsibility, culture, religious belief, and social inter-
action had an impact on employees’ information security awareness.

Kruger and Kearney (2006), in their research on the content and measurement of 
information security awareness, proposed that there are three perspectives of the mea-
surement of information security awareness, namely: knowledge, attitude, and behaviour. 
Wipawayangkool (2009) investigated the nature of information security awareness and 
proposed a multi-dimensional theory, dividing information security awareness into two 
sections, namely: awareness and behaviour. Allam, Flowerday, and Flowerday (2014) 
discussed employees’ information security awareness considering smart devices from 
three perspectives, namely: knowledge, attitude, and behaviour. In summary, previous 
studies proposed that they are three dimensions of information security awareness, 
namely: knowledge, attitude, and behaviour. Based on the aforementioned architecture, 
Parsons et al. (2014) proposed the Human Aspects of Information Security Questionnaire 
(HAIS-Q), Sari and Candiwan 2014 applied the Analytic Hierarchy Process to analyse 
Indonesian users’ information security awareness using smartphones. Finally, Mylonas, 
Kastania, and Gritzalis (2013) conducted a study to investigate users’ information security 
awareness using smartphones.

2.3 Critical factors for users’ information security protection behaviour

Considering the investigation of factors in users’ information security behaviour, previous 
studies focused on employees’ behaviour. Ng, Kankanhalli, and Xu (2009) proposed that 
the critical factors in users’ information security behaviour include perceived feeling, 
perceived benefits, self-efficacy, and perceived severity. Rhee, Kim, and Ryu (2009) dis-
covered that the self-efficacy of users’ information security protection might be affected 
by their experience, information security events, general controllability, etc., and their 
information security protection might be reinforced by excellent self-efficacy of users’ 
information security protection. Furthermore, from the threat and coping appraisal 
perspectives, Liang and Xue (2010) and Ifinedo (2012) concluded that both perspectives 
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might have an impact on employees’ intention to comply with the information security 
policy. Ifinedo (2012) applied the PBT and PMT in their study. This study proved that the 
factors in employees’ intention to comply with the information security policy consist of 
threat appraisal (two variables: perceived vulnerability and perceived severity), coping 
appraisal (three variables: efficiency, cost, and self-efficacy), attitude, and subjective norm. 
Siponen (2000) concluded that users’ motives and self-choice had an impact on their 
behaviour, which might affect the information security, including internal motives and 
external motives. Weeger, Wang, and Gewald (2016) applied the UTAUT theory and 
recruited students as subjects. They obtained that the expected performance was the 
key factor for users in accepting BYOD. However, their study revealed that the perceived 
threat was one of the critical factors for users in accepting BYOD, thereby stressing the 
importance of users’ intention in protecting information security. Finally, Lee et al. (2017) 
also emphasised the critical role of organisational control towards users BYOD adoption 
intention.

3. Theoretical background and hypotheses development

This study considers users’ intentions in protecting BOYD information security as 
a process of personal behaviour decisions. Users’ perceptions will affect their behaviours 
towards information security protection (Samonas, Dhillon, and Almusharraf 2020). 
Therefore, users’ evaluation of cost and efficacy determine their security protection 
behaviour for their IT equipment (BYOD). Both Technology Threat Avoidance (TTAT) 
and Value-based Adoption Model (VAM) emphasise the decision behaviour model in 
which users deal with IT applications. This study combines the aforementioned theories 
to propose an integrated model.

3.1 Technology threat avoidance theory (TTAT)

TTAT is one of the most important theories that explains users’ information security 
behaviour. In 2009, Liang and Xue (2009) proposed an explanatory model for users’ 
avoidance behaviour in handling malicious information technology: TTAT. They believed 
that avoidance and adoption were two different behaviours. The believed that behaviour 
models such as TAM were not sufficient to explain users’ avoidance behaviour. Therefore, 
they proposed the TTAT model as a supplementary method. TTAT emphasises the idea 
that users’ avoidance behaviour comes from a decision process of a dynamic positive 
feedback loop. Users may decide on how to respond to information security threats based 
on the results of threat appraisal and coping appraisal.

According to these arguments, the TTAT model showed the extent to which perceived 
susceptibility and perceived severity affect the threats which users perceived. However, 
personal preference for avoiding risks may have an impact on this evaluation process. 
Also, perceived effects, cost, and self-efficacy affect perceived avoidability. By the afore-
mentioned appraisals, users could decide their motives and behaviour at which they 
respond to information security risks. Finally, social influence may affect the threat and 
coping appraisals. Using PCs, Liang and Xue (2010) conducted an evidence-based study to 
support their explanatory theory for the intention (56%) and behaviour (21%) of informa-
tion security protection. Furthermore, Ifinedo’s study (2012) was also based on the threat 
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and coping appraisals. This study employs PBT to investigate the critical factors in 
employees’ intentions to comply with information security policy. Regarding the use of 
TTAT in understanding BYOD security policy adoption, Cho and Ip (2018) also verified its 
suitability. Based on the above arguments, this study employs TTAT as a core theory.

3.2 Value-based adoption model (VAM)

Kim, Chan, and Gupta (2007) conducted their research based on maximal economic 
benefit, rather than investigating IT system users to study the acceptance of information 
technology (such as research and models based on TAM). They integrated the literature 
regarding consumers’ decision-making into their study to propose VAM, helping to 
explain the intentions and behaviour of user acceptance of Information Communication 
Technology (ICT). VAM shows that the benefits and works of ICT have an impact on the 
perceived value that further affects consumers’ intentions. Perceived value plays an 
intermediate role in this process.

Furthermore, Kim, Chan, and Gupta (2007) investigated how internal and external 
motives influence the benefit perceptions of IT systems based on the perspective of 
cognitive evaluation theory. External motives refer to the reward for completing a task 
(such as a financial incentive). Internal motives focus on the reward for implementing 
a task (such as a sense of accomplishment). VAM shows that the benefits of motives can 
positively affect users’ perceived value. It further affects their intentions as well as two 
variables, namely: the perspectives of utilitarianism (usefulness) and the perspectives of 
hedonism (entertainment).

Alternatively, users’ perceived sacrifices that include the idea of cost are financial and 
non-financial costs. They may affect consumers’ perceived value, and consequently, affect 
users’ intentions and behaviour. In VAM, there are basically two variables, namely techni-
cality and perceived expense.

3.3 Research framework and hypotheses development

Figure 1 shows the integrated research model based on VAM. It combines the previous 
literature regarding the information of security management into an integrated frame-
work. Weeger et al. (2018) proposed a Net-valance model to understand users’ intentions 
towards participation in corporate BYOD programmes. In their model, perceived risk and 
perceived benefit were two major determinants of users’ behavioural intention. In other 
words, drivers and resistances are the two major dimensions required to understand the 
perceived value of information security protection in this study. Drivers are made up of 
perceived usefulness and perceived threats. These may positively affect users’ perceived 
value of BYOD information security protection. Meanwhile, resistances consist of three 
constructs, namely: perceived cost (direct cost), impact on system performance (indirect 
cost), and users’ perceived barriers. These may negatively affect users’ perceived value of 
BYOD information security protection. The hypotheses are illustrated in the following 
paragraphs.

In the VAM model, perceived benefits are the critical factor in determining the 
perceived value. Lebek et al. (2013) investigated employees’ BYOD behaviour in orga-
nisations and discovered that perceived benefits might positively affect employees’ 
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intentions to use BYOD. This study employs perceived usefulness as the studied variable 
which represents perceived benefit (Kim, Chan, and Gupta 2007) and infers 
Hypothesis 1a.

Yang et al. (2016) discovered the perceived value for a particular information technol-
ogy determined using the users’ perceived benefits and perceived risks. Liu et al. (2015) 
and Yu et al. (2017) emphasised the impacts of benefits and sacrifices on perceived value 
for IT applications such as mobile coupons or tablets. Therefore, in addition to the 
perceived usefulness, users’ perceived threats (Anderson and Agarwal 2010) will positively 
affect their perceived value. Huang et al. (2011) proposed a similar opinion and indicated 
that perceived risks might have an impact on the intention to comply with information 
security policy, thereby affecting their behaviour. Based on the arguments, this study 
infers Hypothesis 1b.

Based on the above discussions, this study categorises perceived benefits (perceived 
usefulness) and perceived threats as the drivers of positive perceived value. Both are 
directly proportional to the power of drivers. Therefore, an increase in both lead to an 
increase in the power of drivers. Hence, this study proposed Hypothesis 1 (H1) and related 
sub-hypotheses. 

H1: The drivers of users’ perceived information security protection may positively 
affect the perceived value of their information security protection.

H1a: The usefulness of users’ perceived information security protection may positively affect 
the perceived value of their information security protection.

H1b: Users’ perceived information security threats may positively affect the perceived value of 
their information security protection.

Regarding the resistances to adopt BYOD information security protection mechanisms, 
this concept infers from the sacrifices in VAM with traces of other theories entitled as 
resistances. Three variables included in these categories are perceived expense for 
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(+)

H5
(+)H4

(+)

H2
(-)

H1
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Drivers
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Figure 1. Research model.
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adopting a security protection mechanism, the impact of security protection mechanism 
on BYOD systems performance, and perceived barrier for installing applications on BYOD.

Perceived cost means the direct cost or the cost of money to instal information security 
mechanisms. It is the critical factor for determining the perceived value in the VAM model. 
Liu et al. (2015) emphasised the critical role of cost (perceived financial savings and 
perceived fees) on the perceived value. TTAT stresses the importance of cost on the 
management of information security (Liang and Xue 2009). Research publications showed 
that perceived cost might have an impact on employees’ compliance with the BYOD 
information security policy (Ifinedo 2012; Putri and Hovav 2014). Studies were carried on 
the negative impact of perceived cost on employees’ compliance with information 
security policy. Consequently, this study proposed that the perceived cost may affect 
the perceived value and therefore may have an impact on employees’ intention to protect 
information security. Therefore, Hypothesis 2a is proposed.

Direct cost (expense), as well as indirect cost (its influence), are resistance factors 
considered in this study. Security protection mechanisms increase the system loading 
an impact on the overall performance. Hayajneh et al. (2013) investigated the impact of 
the evaluation of information security protection mechanism towards overall network 
system performance. Besides, TTAT focuses on the effectiveness of information security 
with coping appraisal. In other words, users can avoid the adoption of information 
security protection software due to a decrease in system loading and make system 
operation smoother. Hence, this study employs Hypothesis 2a to emphasise the perceived 
impact on systems performance.

Finally, users’ perceived barriers such as inconvenience, time-consuming, and habit- 
changing result to user resistance. Ng, Kankanhalli, and Xu (2009) proposed that per-
ceived barriers have negative impacts on users’ computer security behaviour. Research 
showed that there exist perceived barriers for users in adopting an information system 
based on IS (Granlien and Hertzum 2012). This study holds the perspectives of perceived 
value, hence perceived value shows the relationship between perceived barriers and 
proposes the Hypothesis H2 c.

In summary of resistance dimension with three variables, perceived expense (direct 
cost), impact on system performance (indirect cost), and perceived barriers are the three 
variables considered in this study. Hence, this proposes Hypothesis 2 (H2) and related sub- 
hypotheses. 

H2: The perceived resistances of users’ information security protection mechanism 
may negatively affect the perceived value of their information security protection 
mechanism.

H2a: The perceived expense of users’ information security protection mechanism may nega-
tively affect the perceived value of their information security protection mechanism.

H2b: The perceived impact of users’ information security protection mechanism on system 
performance may negatively affect the perceived value of their information security protec-
tion mechanism.

H2c: The perceived barriers of users’ information security protection mechanism may nega-
tively affect the perceived value of their information security protection mechanism.
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One of the essential arguments in VAM is that decisions made by consumer cost- 
benefit analysis may have an impact on the perceived value, thereby affecting its inten-
tion (Kim, Chan, and Gupta 2007). Liu et al. (2015) and Yu et al. (2017) investigated and 
analysed the relationship between the perceived value and behavioural intention. Based 
on the intention of information security protection, the investigation of H1 and H2 shows 
that after the decision analysis of benefit and cost, users can evaluate the perceived value 
of information security protection of BYOD equipment. This aids decision-making when 
installing an information security protection mechanism on personal equipment. Studies 
relating to the behaviour of using information systems demonstrated the aforementioned 
perspectives, that users’ perceived value may have an impact on the intention to use 
information systems or services (Chu and Lu 2007; Wang, Yeh, and Liao 2013; Hsu 2014).

In the perspective of traditional IT adoption in mobile devices or services (BYOD and 
cloud computing), Kim, Kim, and Wachter (2013) investigated the positive relationships 
between the perceived value and mobile engagement intention. To understand the 
drives for purchasing mobile applications, Hsu and Lin (2015) obtained that perceived 
value is the key determinant of users’ purchase intention. Hong, Lin, and Hsieh (2017) 
proposed the critical determinants of perceived hedonic and utilitarian values to under-
stand users’ continuance intention in using a smartwatch.

Therefore, for BYOD information security protection mechanism, we propose 
Hypothesis 3 (H3) to illustrate the relationship between the perceived value and intention. 

H3: The perceived value of BYOD information security protection mechanism may 
positively affect the intention of information security protection.

Employees’ information security awareness is an important factor required to under-
stand users’ information security-related issues. Bulgurcu, Cavusoglu, and Benbasat (2010) 
proposed that it affects employees’ beliefs and attitudes towards compliance with infor-
mation security policy in an organisation. Bauer, and Bernroider (2017) discovered that 
information security awareness affect user’s attitude. In this study, users’ beliefs or 
attitudes relate to their perceived value towards information security protection 
mechanism.

Ng, Kankanhalli, and Xu (2009) suggested that users’ perceived severity determines the 
strength of the relationship between critical factors and information security behaviour. 
Perceived severity is attributed to the attitude of information security awareness. Dang- 
Pham and Pittayachawan (2015) obtained that users’ intentions to protect themselves 
from dangerous software may change according to the perceived vulnerability in the 
BYOD environment. In other words, the stronger the information security awareness is, 
the higher the perceived value of BYOD information security protection mechanism will 
be. This promotes the intention to protect BYOD information security. Consequently, this 
proposes Hypothesis 4 (H4). 

H4: Users’ BYOD information security awareness may positively affect users’ per-
ceived value of information security protection mechanism.

As discussed in the previous section. Awareness is one of the important issues when 
considering information security-related issues. Soomro, Shah, and Ahmed (2016) 
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studied the relationship between BYOD information security awareness and protection 
intention. They generalised the previous studies and focus on the important role of 
information security awareness in information security management. They indicated 
that employees’ information security awareness affect their compliance with relative 
policy and increase their intention to protect information security. Li et al. (2019) 
emphasised the important role of employees’ information security awareness towards 
their cybersecurity protection intention and behaviour. Although, Bulgurcu, Cavusoglu, 
and Benbasat (2010) proposed that information security awareness affect users’ beliefs 
and attitudes, and hence influence their intention to comply policy. Also, they investi-
gated the positive relationship between awareness and behavioural intention towards 
information security protection.

From the aforementioned discussions, we obtained that BYOD information security 
awareness affect users’ perceived value as well as their behavioural intention. Therefore, 
we have following Hypothesis 5 (H5). 

H5: Users’ BYOD information security awareness may positively affect users’ inten-
tions to protect information security.

Self-efficacy refers to the level of people’s confidence in completing specific tasks using 
their knowledge and skills. It originates from the idea proposed by Bandura (1977) in the 
theory of social learning. It was applied in learning and later in the investigation of the 
behaviour of information technology management to understand users’ acceptance of 
information technology. However, self-efficacy was integrated into many kinds of infor-
mation technology applications, such as self-efficacy on the Internet or electronic com-
merce. In the area of information security, scholars applied this idea to broaden the 
understanding of information security management. Rhee, Kim, and Ryu (2009) proposed 
that self-efficacy in information security enhances users’ security practice, strengthens 
security effort, and security care behaviour.

Vekiri and Chronaki (2008) investigated the effect of self-efficacy on perceived value 
beliefs of students towards computer use. Thenral and Suganthi (2018) obtained the 
positive relationship between co-design self-efficacy and perceived value in their study on 
co-design. In other words, people who have higher self-efficacy will also have higher 
perceived value. Therefore, in the topic of BYOD information security protection, we 
deduced that users’ information security self-efficacy positively affect their perceived 
value. Therefore, we obtain Hypothesis 6 (H6). 

H6: Users’ self-efficacy of BYOD information security may positively affect users’ 
perceived value of BYOD information security protection.

The above discussions about self-efficacy suggest that the relationship between secur-
ity self-efficacy and security protection intention can be divided into two major topics. 
Johnston and Warkentin (2010) obtained that system response efficiency, social impact, 
and self-efficacy were critical factors that affect users’ behaviour of information security.

The first one deals with self-efficacy and protecting intention and behaviour. Li et al. 
(2019), Anderson and Agarwal (2010), Ng, Kankanhalli, and Xu (2009), Rhee, Kim, and 
Ryu (2009), Johnston and Warkentin (2010) conducted research studies in this area. 
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Most of these studies indicated that self-efficacy affects users’ security protection 
behaviour in different contexts, such as cyberspace, and workplace. The second aspect 
deals with information security self-efficacy and policy compliance. Vance, Siponen, and 
Pahnila (2012) conducted research on employees’ compliance with the information 
security policy of organisations and discovered that employees’ self-efficacy may 
positively affect the intention to comply with the information security policy. 
Bulgurcu, Cavusoglu, and Benbasat (2010) investigated the positive relationship 
between self-efficacy and intention to comply with the information security policy. 
Besides, Ifinedo (2012) conducted a study using PBT and PMT and obtained that 
employees’ self-efficacy may affect their intention to comply with the information 
security policy.

Finally, a study of BYOD showed that employees’ self-efficacy positively affects the 
intention to protect them from dangerous software (Dang-Pham and Pittayachawan 
2015). From the above discussion, we proposes Hypothesis 7 (H7). 

H7: Users’ self-efficacy of BYOD information security may positively affect the 
intention to protect the information security.

4. Methodology

In this section, we illustrate the related empirical research designed to verify the proposed 
hypotheses in the following sub-sections.

4.1 Operational definitions and measurements

Table 1 shows the operational definitions of the aforementioned variables and their 
measurement methods. This study focuses on SMEs employees, the information security 
protection means users’ adoption of additional mechanisms (such as anti-virus software) 
on their BYOD devices. Following the above definition, a questionnaire based on the 
aforementioned measurable parameters was developed. Experts and scholars were 
invited to review this preliminary version. After drafted, pre-tests were conducted to 
ensure the reliability and validity of the questionnaire. The students of pre-tests were 
recruited from college students and master students who use their own devices in the 
school. The questionnaires were distributed by social media including Facebook and Line. 
To encourage participation, 15 rewards (convenient store coupons worth of 100 NT 
Dollars) were provided for the lottery to encourage students to complete the pre-tests. 
Finally, we collected 116 questionnaires from college students and 23 questionnaires 
from master students, making a total of 139 pre-tests data. After analysing the results from 
the pre-tests, we reviewed the questionnaire again to ensure the reliability and validity of 
the official questionnaire.

4.2 Data collection

This study follows the principle of the Total Design Method (Dillman 1978, 2000). TDM is 
divided into two levels of investigation. The first level requires the investigation of every 
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aspect of a process to ensure that the best results are obtained. The second level requires 
the integration of all the resources in the study to fulfil its goals. According to the principle 
of TDM, a recruitment letter was drafted. This is to convince students of the importance of 
their participation and the mutual benefits to both parties, and to encourage them to 
complete the questionnaire. To ensure the privacy of participants and the integrity of the 
research, we conducted this process confidentially.

Furthermore, it focuses on the employees who have smart devices and use them at work, 
i.e., users of BYOD. Data collection was conducted using an internet-based questionnaire 
(Google form). The recruitment was conducted through a popular Bulletin Board System 
(BBS), PTT, which is the largest online forum in Taiwan. We posted the questionnaire on the 
workplace-related boards. Users who are employees of SMEs were invited to complete the 
questionnaire. In general, 15 rewards (convenient store coupons worth of 100 NT Dollars) 
were provided for the lottery to encourage participation. The process of data collection 
lasted for 10 days (from 3 December 2018 to 13 December 2018) and 309 questionnaires 
were submitted. Besides 26 questionnaires completed by students (part-time staffs) who did 
not use personal mobile devices at work, we collected 283 valid questionnaires (participants 
who had experience of BYOD). Therefore, we had 91.6% valid questionnaires of the total 
collected questionnaires. We then analyse the data from these 283 valid questionnaires.

5. Results

In this section, we present the distributional structure of samples using descriptive statistics 
(Table 2). Then, we examine the reliability and validity of the scale (Table 3 and Table 4). We 
apply the value of Cronbach α to determine the reliability of the scale. And Confirmatory 
Factor Analysis was applied to test the validity of the scale.

Table 1. Operational definitions and measurements.

Variables Operational definition
Item 

number Sources

Perceived usefulness (PU) Users’ awareness of whether the BYOD information 
security protection is valid or not.

6 Liang and Xue (2010)

Perceived threats (PT) Users’ awareness of how serious the BYOD 
information security threats are.

8 Anderson and Agarwal 
(2010)

Perceived expense (PE) Perceived expense needed in the BYOD information 
security protection mechanism.

3 Lin et al. (2012)

Impact on the systems 
performance (ISP)

Impact on the system performance when information 
security protection mechanism is installed for 
BYOD.

3 Workman, Bommer, and 
Straub (2008)

Perceived barrier (PB) Perceived barriers for installing information security 
protection mechanisms on mobile devices.

4 Ng, Kankanhalli, and Xu 
(2009)

Perceived value (PV) Users’ perceived value of the installed BYOD 
information security protection mechanism.

4 Kim, Chan, and Gupta 
(2007)

Self-efficacy (SE) Users’ confidence in being able to protect the 
information security for BYOD equipment.

11 Rhee, Kim, and Ryu 
(2009); Liang and Xue 
(2010)

Information security 
awareness (ISA)

Users’ knowledge, attitude, and behaviour of 
information security for BYOD equipment.

3 Bulgurcu, Cavusoglu, 
and Benbasat (2010)

BYOD information 
security protection 
intention (ISI)

Users’ intentions to protect information security. 4 Rhee, Kim, and Ryu 
(2009); Liang and Xue 
(2010)
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Regarding the guidelines presented by Ringle, Sarstedt, and Straub (2012), we 
employ Partial Least Squares Structural Equation Modelling (Variance-based SEM: PLS- 
SEM) in hypothesis testing for the following reasons. The major reason is the concern of 
sample size. Since the respondents who are employees and have cloud-based BYOD 
experience can participate. Also, there is a need for a willingness to participate. And 
hence, the sample size is limited. Meanwhile, the covariance-based SEM is sensitive to 
the sample size (Hair et al. 2014). Besides, the prediction and the high values of the R2 

are important in this study. The PLS-SEM is more suitable in the IS research area. 
Therefore, we use PLS-SEM to analyse the data instead of covariance-based SEM. 

Table 2. Demographics.
Variable Count (%)

Gender Male 181 (64%)
Female 102 (36%)

Age < 20 years old 7 (2.5%)
20–25 years old 78 (27.6%)
26–30 years old 58 (20.5%)
31–35 years old 70 (24.7%)
36–40 years old 27 (9.5%)
41–45 years old 11 (3.9%)
46–50 years old 2 (0.7%)
51–55 years old 3 (1.1%)
56–60 years old 0 (0%)
61–65 years old 27 (9.5%)

Education Senior high school and under 27 (9.5%)
Undergraduate 164 (58%)
Graduate and higher 92 (32.5%)

Table 3. Validity and reliability.
Variables CR AVE Factor loading R2 (Adj-R2) Cronbach’s α Item number

Perceived usefulness 0.97 0.84 0.89–0.93 n/a 0.96 6
Perceived threats 0.95 0.70 0.76–0.87 n/a 0.94 8
Perceived expense 0.97 0.90 0.93–0.96 n/a 0.95 3
Impact on the system performance 0.95 0.87 0.93–0.94 n/a 0.93 3
Perceived barrier 0.93 0.77 0.82–0.91 n/a 0.90 4
Perceived value 0.93 0.77 0.84–0.91 0.52 (0.51) 0.90 4
Self-efficacy 0.97 0.76 0.82–0.91 n/a 0.97 11
Information security awareness 0.94 0.83 0.89–0.93 n/a 0.90 3
BYOD information security protect intention 0.90 0.70 0.71–0.91 0.62 (0.62) 0.85 4

Table 4. Discriminant validity.
Mean S.D. PU PT PE ISP PB PV SE ISA ISI

PU 5.39 1.10 0.92
PT 5.83 0.97 0.45 0.84
PE 4.23 1.39 (0.23) (0.03) 0.95
ISP 4.12 1.35 (0.36) (0.04) 0.55 0.93
PB 3.69 1.16 (0.36) (0.07) 0.55 0.75 0.88
PV 5.06 1.00 0.62 0.41 (0.43) (0.45) (0.41) 0.88
SE 4.94 1.18 0.32 0.22 (0.36) (0.20) (0.24) 0.44 0.87
ISA 5.40 0.99 0.30 0.29 (0.25) (0.19) (0.24) 0.40 0.81 0.91
ISI 5.32 0.91 0.53 0.40 (0.32) (0.38) (0.40) 0.65 0.63 0.66 0.84

Except for mean and S.D. of each variable, diagonal value means the square root of AVE for each variable. Other value 
means the correction coefficients between variables.
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Therefore, smart PLS software was employed to examine the models and hypotheses 
(Ringle, Wende, and Becker 2015).

Among 283 valid questionnaires, 102 of them were completed by females (36%) and 
181 by males (64%). The majority of them were between the ages of 20 years and 35 years 
(72.8%). We obtained that 18.4%, 14.5%, and 14.1% were from arts/entertainment/leisure, 
manufacturing, and education, respectively. However, the majority of the participant had 
an educational background of at least a college qualification (90.5%), a distribution similar 
to the real workforce in Taiwan. This confirms the representativeness of the data in this 
study and Table 2 illustrates its details.

Regarding the examination of the reliability and validity of the scale, we apply the 
following criteria: Composite Reliability value >0.7, Average Variance Extracted (AVE) 
value >0.5, and Cronbach’s α value >0.7. Furthermore, the examination of discriminant 
validity conducted by comparing them shows that the square root of AVE is larger than 
the correlation coefficients of variables. All the above criteria satisfy the acceptance range 
(please see Tables 3 and 4). From the analysis, we have that R2 of the perceived value is up 
to 51% and the R2 of the intention of BYOD information security protection is up to 62%. 
Therefore, the explanatory variables proposed in this study are with certain R2.

Furthermore, our results show that the variables that have an impact on users’ 
perceived value of BYOD information security protection mechanism include perceived 
usefulness (positive), perceived threats (positive), perceived expense (negative), impact 
on system performance (negative), and users’ self-efficacy of BYOD information security 
(positive). The comprehensive R2 is up to 51%. For the variables that have an impact on 
the intention of BYOD information security protection, the R2 is up to 62%. Such variables 
are perceived value and users’ information security awareness. Table 5 shows the total 
results of the analysis. The research model for this study has excellent R2, which can be 
used as a reference for the academic and business community. The results of hypotheses 
testing are illustrated in Table 5 and Figure 2.

6. Discussions

This study proposes two research questions in understanding the critical factors involved 
in a user’s intention to protect their BYOD information security and the way to deal with 
low intention. TTAT (Liang and Xue 2009) and VAM (Kim, Chan, and Gupta 2007) were 
integrated as the theoretical based in understanding and solving the aforementioned 
issues.

For the first research question, the study presents the following major findings. Firstly, 
this study proposes four significant variables regarding the antecedents of perceived 
value. We obtained that two drivers related variables (perceived usefulness and perceived 
threats) with significant positive effects. Moreover, two resistances related variables 
(perceived expense and impact on the performance of the system) have significant 
negative effects. It was obtained that the perceived barrier which belongs to the resis-
tances, has no significant effect on the perceived value. This means that owing to the 
increase of information literacy in Taiwan, most of the users are familiar with the use of 
information applications on their BYOD devices without barriers.

Concerning the second research question, an important determinant of perceived 
value is users’ information security self-efficacy. It was obtained that people with 
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higher self-efficacy demonstrate higher perceived value (Vekiri and Chronaki 2008). The 
results of this study also relate to the above opinion. Meanwhile, it differs from the 
results proposed in the work of Dang-Pham and Pittayachawan (2015) for the direct 
effect on intention. Consequently, businesses should provide information security- 
related education programs to promote the employees’ information security self- 
efficacy. However, another interesting finding in this study is that BYOD information 
security awareness has no significant effect on perceived value (H4 is non-supported) 
but affects BYOD information security protecting intention significantly (H5 is sup-
ported). This means that both security awareness and self-efficacy are critical but the 

Table 5. Results.

Hypothesis
Path coeffi-
cient (Beta) T-value Support

H1a: The usefulness of users’ perceived information security protection-> the 
value of perceived information security protection. (+)

0.38 4.86*** Y

H1b: Users’ perceived information security threats-> the value of perceived 
information security protection. (+)

0.19 3.40*** Y

H2a: The perceived expense of users’ information security protection mechanism- 
> the perceived value of their information security protection mechanism. (-)

(0.18) 2.96** Y

H2b: The perceived impact of users’ information security protection mechanism 
on system performance-> the perceived value of their information security 
protection mechanism. (-)

(0.18) 2.51* Y

H2 c: The perceived barriers of users’ information security protection mechanism- 
> the perceived value of their information security protection mechanism. (-)

0.01 0.11 N

H3:The perceived value of BYOD information security protection mechanism-> the 
intention to protect information security. (+)

0.44 9.09*** Y

H4:Users’ BYOD information security awareness-> users’ perceived value of 
information security protection mechanism. (+)

0.04 0.49 N

H5: Users’ BYOD information security awareness-> users’ intentions to protect 
information security. (+)

0.38 4.72*** Y

H6:Users’ self-efficacy of BYOD information security-> users’ perceived value of 
BYOD information security protection. (+)

0.15 1.97* Y

H7:Users’ self-efficacy of BYOD information security-> the intention to protect the 
information security. (+)

0.13 1.74 N

* p < 0.05; ** p < 0.01; *** p < 0.001 
Y: Supported; N: Non-supported

0.44***

0.38***

0.13
0.15*

0.38***
0.04

Drivers
3. Perceived usefulness

(H1a)
4. Perceived threats

(H1b)

Resistances
1. Perceived expense

(direct cost) (H2a)

2. Impact on the systems 
performance (indirect 
cost) (H2b)

3. Perceived barriers
(H2c)

Perceived value

BYOD information
security protect 

intention

BYOD information 
security awareness

BYOD information 
security 

self-efficacy

0.19***

(0.18)**

(0.18)*

0.01

Figure 2. PLS structural results. * p < 0.05; ** p < 0.01; *** p < 0.001
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effect varies. Self-efficacy refers to operational confidence and perceptions. Hence, 
users with higher self-efficacy towards information security protection have higher 
perceived value for the protection mechanism. On the contrary, awareness refers to the 
mindset perceptions, they feel its importance will do it. Thus, businesses should design 
educational programs to enhance employees’ intentions. There is a need to identify 
the above differences. For the awareness level, we propose the provision of the 
conceptual programme to promote employee’s mindset towards BYOD information 
security. In contrast, skill level education program enhances employees’ self-efficacy 
towards the operation of the mechanisms. This is one of the contributions to the 
practice.

Based on the above findings, this study has the following contributes:

6.1 Theoretical contributions

Soomro, Shah, and Ahmed (2016) encourage the study of the managerial role of information 
security management. They investigated the human role when considering the information 
security management. Aguboshim and Udobi (2019) studied the importance of security 
issues towards mobile BYOD, relating to different traditional PC-based IS environment. In 
the present study, after reviewing the related theories towards information security man-
agement in the IS management field, TTAT (Liang and Xue 2009, 2010) represents the key 
theoretical background. However, they are two research differences obtained. Firstly, TTAT 
established under the PC era, but mobile IT or BYOD is a new paradigm shift. Further study is 
required to understand the model applicability. Liang and Xue (2009, 2010) discovered an 
issue between the voluntary technology avoidance behaviour and adoption in organisa-
tional settings. In other words, it means the spectrum between voluntary and mandatory. 
This study considers the SMEs which is within these points. SMEs have information security 
protection needed but different from large businesses with well-defined policies for com-
pliance. It is a combination of voluntary and mandatory.

This study has academic value and application since it integrates two theories (TTAT 
and VAM) to understand new contexts: BYOD in SMEs. Besides the difference in the 
traditional PC environment, we focus on BYOD with cloud computing applications. The 
study identifies various paths of awareness and self-efficacy towards the intention of 
BYOD information security protection. Also, perceived value serving as the core construct 
in the proposed model is different from previous studies. The R2 supports the theoretical 
contributions of this study.

6.2 Implications for practice

In the past few years, efforts in developing cloud services and promoting the use of 
mobile devices and services has been made in Taiwan. The report by the Institute for 
Information Industry, Taiwan (III) in 2015 showed that the penetration of smartphones 
was as high as 73.4% and that of tablets as high as 32%. Over 16 million people use these 
devices (Su, 2015). Taiwan’s experience in managing BYOD information security serves as 
a reference for other countries, especially for Asian countries.

The results also contribute to the business community. Within corporates, BYOD has 
become a significant trend, which imposes new challenges on the management of 
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information security. Baillette, Barlette, and Leclercq-Vandelannoitte (2018) emphasised 
the different logic between traditional IT top-down adoption and BYOD bottom-up 
reversed adoption. In summary, corporates may enjoy a higher probability of success, 
reducing the risks, and costs of introducing BYOD into their systems. Besides, managerial 
knowledge and skills about information security management are important in managing 
a business (Haqaf and Koyuncu 2018). Therefore, the results of this study contribute to the 
understanding of users’ perceptions towards BYOD information security protection, to 
enrich the knowledge, and skills about practical needs.

Finally, it was obtained that businesses manufacturing information security products 
helps in understanding of consumers’ awareness and behaviour, thereby promoting their 
product development and marketing. Also, they understand how to increase users’ 
perceived value of their product and promote to purchase.

6.3 Limitations and future research direction

Despite the significant findings of this study, it has some limitations. One of the limitations 
of this study is that its subjects were from an online forum. Although this has a certain 
degree of representation, however, it does not represent a sample from the broader 
population. This can be considered and improved in any future study. The data used in 
this study were only from Taiwan. However, different countries have various IT infrastruc-
ture and security threats. People from different countries also have differences in aware-
ness and self-efficacy. The cost of security protection mechanisms also varies 
considerably. Therefore, cross-country comparisons will be needed in the future. Hence, 
this gives rise to the second limitation of this study.

7. Conclusions

The major working environment in smart and SMEs business is the BYOD with cloud- 
based applications. Different from traditional PC-based environment, new issues emerge 
from education and practice. Baillette, Barlette, and Leclercq-Vandelannoitte (2018) 
emphasised the different logic between traditional IT top-down adoption and BYOD 
bottom-up reversed adoption. Besides, they indicated the critical role of security problem 
organised when adopting BYOD. Soomro, Shah, and Ahmed (2016) studied the manage-
rial role of information security management. They emphasised the human role when 
discussing the information security management. However, the above studies do not 
provide empirical results. Hence, the empirical study about BYOD information security 
protection is required. This study uses the empirical results to verify the integrated model. 
We indicated the determinants of the perceived value of BYOD information security 
protection. Also, we illustrated the difference affecting paths of awareness and self- 
efficacy relating to the behavioural intention to protect. The results also show the 
similarities and differences between previous studies. These results can serve as the 
references for the future academic study and practice.
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